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RESPONSE OF THE TECHNOLOGY SECTOR IN
TIMES OF CRISIS

WEDNESDAY, DECEMBER 5, 2001

U.S. SENATE,
SUBCOMMITTEE ON SCIENCE, TECHNOLOGY, AND SPACE,
COMMITTEE ON COMMERCE, SCIENCE, AND TRANSPORTATION,
Washington, DC.

The Subcommittee met, pursuant to notice, at 9 a.m. in room
SR-253, Russell Senate Office Building, Hon. Ron Wyden,
Chairman of the Subcommittee, presiding.

OPENING STATEMENT OF HON. RON WYDEN,
U.S. SENATOR FROM OREGON

Senator WYDEN. The Subcommittee on Science, Technology, and
Space will come to order. Today the Subcommittee on Science,
Technology, and Space of the Senate Commerce Committee begins
a series of hearings to examine technology and science issues stem-
ming from the events of September 11th, 2001.

Just as John F. Kennedy gave America’s youth a forum for public
service, I believe now is the moment that government should throw
open its doors to the ideas, the creativity and the energy of our best
scientists and technology experts willing to fight the terrorist
threat. It is time to mobilize a generation raised on information
technologies to respond to terrorism. Let us use the latest innova-
tions in fields like biometrics to help prevent terrorist acts like
those of September 11th.

The Subcommittee’s first hearing on this subject is going to focus
on information technology. When terrorists struck New York and
the Pentagon, telecommunications and information networks were
flattened by the blow. Land-line and cellular communications were
hit hard by an incredible spike in volume, as well as strikes to key
assets such as cell towers on the Trade Center and the Verizon hub
near Ground Zero. Many wireless calls, including those of rescue
workers, simply couldn’t get through.

As emergency workers moved in, they were also hindered by the
fact that their communications systems were incompatible and sim-
ply couldn’t work together. In a hearing before this Subcommittee,
a fire chief responding to the attacks of 9/11 said that, at times,
his only means of communicating directions to firefighters on the
front lines were handwritten notes delivered by runners on foot.
These courageous emergency workers have told us that the commu-
nications breakdowns made their job more difficult and more dan-
gerous.
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There were also organizational challenges: the inability to track
to which hospitals victims were sent, the inability to match would-
be volunteers with needs, and the lack of backup systems for orga-
nizations overwhelmed with information.

A true hope for overcoming these obstacles is to tap the potential
of scientists and technology experts. The government must create
a clear structure to accept and utilize the treasure trove of techno-
logical counsel, state-of-the-art equipment, and hands-on help that
is available. The Nation’s technology leaders tell me that they can
contribute most effectively if they have organization and a clear
chain of command. Key Federal agencies say theyre willing to es-
tablish a single point of contact for technology companies and a
consistent, governmentwide policy for creating that necessary orga-
nization. I am determined to hold both the Congress and the entire
Federal Government accountable to get this job done quickly.

There are a variety of ways that this could be tackled.

I believe the government should consider establishing the tech-
nology equivalent of the National Guard. I describe it as a National
Emergency Technology Guard, or NETGuard, a cadre of volunteers
with extensive technology expertise to move in in a moment’s no-
tice, not just to fix what’s broken, but to create whatever systems
are needed most. That could mean repairing and recreating com-
promised communications systems, setting up command centers, or
setting up databases to track the missing and the injured.

There are other roles that such a volunteer force could play. The
group could help establish and maintain a strategic technology re-
serve. Companies could commit to lend their latest and best hard-
ware and software whenever disaster strikes, with trained volun-
teers able to set it up and implement it in minutes. A Strategic
Telchnology Reserve would be a virtual, as well as a physical, stock-
pile.

This volunteer force could play a preventive role, as well, offering
local officials advice on how to set up their computer and commu-
nications systems to minimize vulnerability to hacking and phys-
ical attacks. They could also assist in creating and executing emer-
gency drills and maintaining an ongoing database of volunteers
and their scientific and technological expertise.

There are other policy issues to consider. This Subcommittee has
been told that Federal rules prohibit some government agencies
from accepting donations of state-of-the-art equipment, no matter
how urgent the need to fight terrorism. We have learned that there
are restrictions on private companies sharing information, even in
a crisis. We have learned that there is an urgent need for policies
that encourage compatibility between emergency communications
systems, to keep those first responders from having to use runners
when disaster strikes.

It is time to create a high-technology reserve, a talent bank that
serves as a new force to confront a new threat. This can be done
without creating big new bureaucracies, and there ultimately
should be a modest role for the Federal Government. This Sub-
committee is going to work on a bipartisan basis with the Adminis-
tration and our colleagues in the Congress to help our scientists
and technology experts marshal their ingenuity and talents to re-
spond to terrorism.



3

Before I go to our witnesses, I want to offer a couple of special
thank yous. To accomplish anything significant in the technology
and science field, it is absolutely critical to have bipartisan support.
And I want to express my personal appreciation to the Bush Ad-
ministration, to Richard Clarke, to Dr. Marburger, and to Joe
Allbaugh. The Administration has been consistently supportive in
efforts to examine these ideas, and we are appreciative. I also want
to thank Andrea Richet, founder of the Charity Mouse, which helps
wire public schools, who has been very instrumental in helping this
Subcommittee examine these issues.

We have a distinguished panel of witnesses today. Dr. Joe
Allbaugh, from the Federal Emergency Management Agency; Dr.
John Marburger, Director of the Office of Science and Technology
Policy; Craig McCaw, a pioneer of the cellular telephone industry;
Julie Coppernoll, of Intel; Joe Sandri, of Winstar; Stephen
Rohleder, of Accenture; Roger Cochetti, of VeriSign; and Will
Pelgrin, Executive Commissioner of the New York Governor’s Of-
fice of Technology.

Before we go to our witnesses, I want to recognize my friend and
colleague, Senator Allen—it has been a pleasure to team up with
him already on a number of technology issues—for any comments
that you would like to make.

STATEMENT OF HON. GEORGE ALLEN,
U.S. SENATOR FROM VIRGINIA

Senator ALLEN. Thank you. Thank you, Mr. Chairman.

Good morning to you all. Mr. Chairman, I want to begin by
thanking you for calling this hearing and for your leadership on
this very important issue. Let me make my accolades again to the
Chairman, or did you get it?

[Laughter.]

Again, Mr. Chairman, thank you for your leadership and good
morning to everyone here. I do also want to express my gratitude
to the witnesses who you list off as an outstanding list of individ-
uals headed by Dr. Marburger and Director Allbaugh and Mr.
McCaw and a variety of companies that are very important in the
diverse technology industry to help us do a better job in the future.

This morning, I hope, Mr. Chairman, to learn from the Sep-
tember 11th terrorist attacks. Whenever you’re attacked, you have
to do an analysis of how did it happen, what was the response, and
how can we do a better job in the future, and also where we need
specifically to do a better job in the United States in the future if
there are such national emergencies, whether they are such ter-
rorist attacks, whether they are on buildings or other attacks,
which we may not want to say publicly, but have to have contin-
gencies before reaction and response if they should befall our Na-
tion.

As the Chairman mentioned, this attack on September 11th
clearly was something that devastated our country psychologically,
but the confusion that arose right after the attack played havoc
with our Nation’s telecommunications infrastructure. The collapse
of the World Trade Center left hundreds of thousands of New York-
ers without either phone or television capabilities. We find here
that—a lot of times—most people found out about the attacks lis-



4

tening to the radio or watching TV before there was even an an-
nouncement by the President. There was going to be an announce-
ment by the President that the attacks had occurred, the bombing
was starting in Afghanistan. The television and phone capabilities
are the way we communicate and react, and there’s a great deal
of confusion if that is not capable.

The cellular phone system was overloaded in New York, Virginia
and DC. Those of us who were living here—everyone—were wor-
ried about what was going on. We were trying to communicate and
coordinate, and the cell coverage was obviously overloaded creating
communications problems for people who wanted to know how their
loved ones were, but also it was a problem for emergency services.
The communications breakdown caused confusion, it heightened
concerns for many Americans. As the Chairman Senator Wyden
enunciated very clearly, the fire, the rescue, the police organiza-
tions and coordination all were harmed by that.

The aftereffects of this disaster hampered relief efforts in many
emergency aid organizations. The Red Cross reported that its toll-
free emergency lines were inaccessible to thousands of callers.

Now, Mr. Chairman, I see the purpose of this hearing today is
to investigate what Congress can do to help prevent this kind of
communications breakdown and its aftereffects in the future. I was
heartened to see that, regardless of any governmental action, that
so many stories of generous companies such as Intel, Verizon,
Winstar, Accenture, and Cingular volunteered both staff and equip-
ment to restore communications in New York and in Washington,
DC. The Nation thanks you for your timely assistance during this
emergency.

However, our communications should be capable of performing
better in the future. It is important to ensure that our tele-
communications network remains functional after an attack, and I
look forward to hearing how the Federal Government can better co-
ordinate with, not tell, private companies, but coordinate with pri-
vate industry to get a quicker and more efficient response for fu-
ture emergencies. In addition, I think we ought to examine the
telecommunications and Internet networks to make sure that they
are designed to remain functional in response to any critical at-
tacks or strikes.

Chairman Wyden has also proposed the National Emergency
Technology Guard, or NETGuard, that will have the capability to
respond to future crises. I look forward to working with you, Mr.
Chairman, on this issue, and I especially like the idea of an all-vol-
unteer force based on the best and the brightest minds in the tech-
nology workforce of the United States. Leaders in the technology
sector have made the United States a world leader in technology,
and I would like to certainly listen to their ideas on this issue. I
think it is also important to make sure that the government does
not duplicate the existing efforts in the private sector and works
within the existing Federal critical infrastructure protection pro-
grams.

Additionally, I hope we can continue to support the government
efforts to work with the private industry to conduct a post-attack
analysis of the collapse of the World Trade Center and the sur-
rounding infrastructure. That’s more of an engineering—physical
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engineering matter, but this analysis will help to develop, I hope,
new guidelines to assess the vulnerability of the existing system
and improve future safety and security of major buildings and fa-
cilities, including the physical and technological infrastructure.

In sum, Mr. Chairman, technology can and must play a major
role in helping prepare for future crises, and we should ensure that
the diverse high-tech sector is mobilized to help prevent and re-
spond to any future crisis. And so, again, I thank you, Mr. Chair-
man, for holding this hearing, and I look forward to hearing and
learning from the inside testimony of these esteemed, respected
witnesses. Thank you, Mr. Chairman.

Senator WYDEN. Well, thank you for that excellent statement.
And, as we have done on a variety of issues already, we're going
to be working closely together, and I thank you very much for your
statement.

Gentlemen, as you can see, there’s bipartisan support already es-
tablished on these key questions. We thank you. You both have
been extremely cooperative.

By your own agreement, I think we will begin with Dr.
Marburger. I know both of you have tight schedules. Dr.
Marburger, why don’t you proceed as you wish? We will make your
prepared statement a part of the record in its entirety.

Welcome.

STATEMENT OF DR. JOHN H. MARBURGER II1, DIRECTOR,
OFFICE OF SCIENCE AND TECHNOLOGY POLICY

Dr. MARBURGER. Thank you very much, Mr. Chairman and Sen-
ator Allen. I'm pleased to have the opportunity to testify on the re-
sponse of the science and technology sector to this war on ter-
rorism. The Office of Science and Technology Policy is playing a
significant role in this response, and I want to describe this for you
today. My testimony will deal with a somewhat longer-range,
longer-term response, although still somewhat short-term, as op-
posed to Director Allbaugh’s function of dealing with immediate re-
sponses to situations.

Those of us who are engaged in the Federal response to these at-
tacks have been very impressed by the avalanche of offers to assist,
from Americans who want to help in any way they can. And I have
attempted to grasp the scope of this volunteered assistance and to
shape the Federal interface to mobilize it effectively in support of
the Nation’s war against terrorism.

So during these few months that I have been in office, I have
been meeting with industry associations, non-profit groups, um-
brella organizations for universities, and scientific societies, the na-
tional academies. And we've attempted to establish and have suc-
ceeded in establishing well-defined relationships with these entities
to receive input from and provide Federal guidance to their own
antiterrorism projects and initiatives. At the same time, we’ve exer-
cised our congressional and Executive mandates to coordinate ac-
tivities within the Federal agencies relevant to national issues, rel-
evant to terrorism issues.

OSTP is consequently in a position to call on organizations, both
external and internal to the Federal Government, as we provide
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technical support to the Office of Homeland Security and other of-
fices responsible for different aspects of this war against terrorism.

And I do want to acknowledge here my thanks to you for raising
my consciousness of the need to reach out in this way by your re-
marks during my confirmation hearing, Mr. Chairman. I know that
you’ve been thinking about how to enlist the Nation’s considerable
technical expertise to address national challenges, the current war
against terrorism and homeland security being the most imme-
diate. And consequently, I've acted on this idea of yours to recruit
talent in a systematic way. And it has been a topic of discussion
in every one of the meetings that I mentioned earlier.

Some of the organizations I met with are umbrellas for entire
sectors of science, industry and higher education. And I will just
give one example, and you can read the others in my written testi-
mony. The American Counsel on Education provides a very effi-
cient and rapid means of communicating with the entire higher
education sector. Its President, Dr. David Ward, has encouraged
positive action by every branch of our very complex post-secondary
education system through weekly communications by e-mail that
go across the entire post-secondary sector. Also, the national acad-
emies have been quite concerned about terrorism issues and have
created a committee specifically to interact with Federal agencies
on terrorism, and we have been attempting to provide a uniform
interface with their committee.

As a result of my meetings with these organizations, I've con-
cluded that a virtual science corps already exists and that creative
use of existing public- and private-sector mechanisms can help
make present networks stronger and more effective.

To take advantage of these mechanisms, I have acted to coordi-
nate Federal agency activities related to terrorism and provide a
coherent interface between the Federal Government and the non-
governmental organizations described above. I won’t go into detail
about all my activities, which are recorded in the testimony, but I
began in late October by calling a meeting of chief science officials
from more than 15 Federal agencies to discuss the role of science
and technology in combating terrorism, and we have been working
together since then to take advantage of crosscutting mechanisms
that already exist to make these volunteer efforts more effective.

Under the structure of the National Science and Technology
Council, for example, I am establishing an interagency
antiterrorism task force with several working groups to address
broad categories of issues. One of these task forces is a technical
response team which will be an action-oriented team that will es-
tablish small subgroups on an ad hoc basis to grapple with emer-
gencies as they arise. The team will serve as a clearinghouse for
technical reviews of the many incoming proposals on technologies
related to homeland security. And it is important that we assess
these proposals for scientific merit and refer them, as necessary, to
the appropriate agency or organization for further review, et cetera.

In this connection, we have been working closely with the Na-
tional Coordination Office for Information Technology R&D—it’s
NCOITRD—in the Department of Commerce to respond to these of-
fers. This organization will be developing a repository database of
non-government people that have offered their expertise to help the
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Federal agencies counter terrorism. Contact information and rel-
evant expertise will be available on a password-protected Web site
for access by authorized persons in the Federal Government to con-
nect critical human resources to the important work of both agen-
cies and the national academies, which will also have access.

As a case study of how virtual science corps can work within the
context of the Federal agencies, I want to mention the technical
support that our office, OSTP, is providing to the Office of Home-
land Security. During the fourth week of October, Governor Ridge
called me to ask that OSTP provide technical support for the treat-
ment of U.S. mail potentially contaminated by Bacillus anthracis.

The day after his phone call, I convened an interagency meeting
with chief science officials and U.S. Postal Service to ascertain the
technical issues that the postal service was encountering. My abil-
ity to act quickly was enhanced by the fact that I had already
taken steps to call together the chief scientists of a larger number
of agencies. This action led to the formation of an interagency tech-
nical team that, within days, began evaluating the irradiation fa-
cilities at Lima, Ohio and Bridgeport, New Jersey.

The point here is that when the request came to OSTP, we were
able to assemble an interagency team—five agencies were in-
volved—quickly and formulate a plan of attack that has worked. In
this case, most of the needed expertise existed already within Fed-
eral agencies and the U.S. Postal Service, but some of our meetings
on the mail issue have included experts from higher education and
non-governmental organizations identified by the participating
agencies. And in the future, I expect it will be necessary to con-
tinue to reach out beyond the agencies through the network of non-
governmental organizations to tap the immense reservoir of talent
that exists in the private sector.

OSTP has a broad role for coordination and partnership building,
but it does not play an operational role. We don’t give grants. We
don’t have line—or responsibility, as FEMA does, for execution. We
do not compete with other agencies. We do not duplicate agency ex-
pertise, but rather we act as coordinators and recruiters of tech-
nical expertise in the service of governmental policymakers and
line managers. Because of our historical crosscutting role, I believe
OSTP can do this rapidly and efficiently.

I have a section in my written statement on preparedness, and
some specific questions and responses that you may be interested
in that I will omit in the interest of time.

An overarching goal for all of our efforts that I have described
is coordination of the activities of all of those who can contribute
to ensuring that our Nation is safer. We're drawing upon the tech-
nical expertise housed in our science and technologies agencies,
making sure that relevant information and test results are dissemi-
nated to the appropriate parties and preventing duplication of ef-
fort. I have been very impressed with the breadth and depth of sci-
entific and technological resources available within the Federal
Government to address the major challenges we are facing today,
great as they are, but I'm just as certain that those resources will
not be used to their greatest effect unless we join forces and resolve
technical issues together with all of the expertise we can bring to
bear upon that.
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Thank you, Mr. Chairman, for this opportunity.
[The prepared statement of Dr. Marburger follows:]

PREPARED STATEMENT OF DR. JOHN H. MARBURGER III,
DIRECTOR, OFFICE OF SCIENCE AND TECHNOLOGY PoLICY

Good Morning Mr. Chairman and Members of the Subcommittee. I am pleased to
have this opportunity to testify on the response of the science and technology sector
to the war on terrorism. OSTP is playing a significant role in this response that I
want to describe for you today.

OUTREACH

Those of us engaged in the Federal response to the terrorist attacks have been
impressed by the avalanche of offers to assist from Americans who want to help in
any way they can. During my brief tenure as Director of OSTP, I have endeavored
to grasp the scope of this volunteered assistance, and to shape a Federal interface
to mobilize it effectively in support of the nation’s war against terrorism. To this
end, I have been meeting with industry associations, non-profit groups, umbrella or-
ganizations for universities and scientific societies, and the National Academies.
OSTP has established well-defined relationships with these entities to receive input
from and provide guidance to their own antiterrorism projects and initiatives. At the
same time, OSTP has exercised its congressional and executive mandates to coordi-
nate activities within the Federal agencies relevant to terrorism issues. OSTP is
consequently in a position to call on organizations external and internal to the Fed-
eral Government as we provide technical support to the Office of Homeland Secu-
rity, and other offices responsible for different aspects of the war against terrorism.

I wish to acknowledge here, with gratitude, that my awareness of the need to
reach out in the way I have described was quickened by your remarks, Mr. Chair-
man, during my confirmation hearing. I know that you had been thinking about
how to enlist the nation’s considerable technical expertise to address national chal-
lenges—the current war against terrorism and homeland security being the most
immediate. Consequently, I have acted on this idea of yours to recruit talent in a
systematic way. It has been a topic of discussion in every one of the many meetings
I described above.

Some of these organizations are umbrellas for entire sectors of science, industry,
and higher education. The American Council on Education, for example, provides a
very efficient and rapid means of communicating with the entire higher education
sector. Its President, Dr. David Ward, has encouraged positive action by every
branch of the complex post-secondary educational system through weekly commu-
nications. The American Association of Universities provides more direct access to
the leaders of the institutions that perform most of the nation’s federally sponsored
research. The National Association of State Universities and Land Grant Colleges
is a link to the entire set of public universities, which carry out important research
and extension services throughout the nation. The National Academies for Science,
Engineering, and Medicine provide similar access to the nation’s research commu-
nity, as do the various disciplinary professional societies such at the American Phys-
ical Society, the American Chemical Society, etc., and their umbrella organization,
the Council of Scientific Society Presidents. The officers of these organizations have
expressed a willingness to designate a point of contact for terrorism issues, and in
some cases they have formed committees and working groups to address specific
issues such as bioterrorism. The National Academies, in particular, have created a
committee specifically to interact with Federal agencies on terrorism.

As a result of my meetings with these organizations, I concluded that a “virtual
science corps” has already come into existence, and that creative use of existing pub-
lic and private sector mechanisms can help make present networks stronger and
more effective.

INTERAGENCY COORDINATION

To take advantage of these mechanisms, I have acted to coordinate Federal agen-
cy activities related to terrorism, and provide a coherent interface between the Fed-
eral Government and the non-governmental organizations described above.

In October, I called a meeting of chief science officials from more than 15 agencies
to discuss the role of science and technology in combating terrorism. Several rep-
resentative agencies made presentations on their current antiterrorism-related ac-
tivities, and all were asked for additional input to follow up the meeting. I convened
a second meeting of this group in November to discuss current activities of OSTP
and the formation of a new antiterrorism task force under the National Science and
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Technology Council. These meetings gave science officials from various agencies an
opportunity to interact and discuss areas of potential cooperation. It also provided
a data base of contacts that could be immediately contacted when necessary. Rep-
resentation by other offices in the White House in these and other terrorism-related
meetings varies but generally includes: OMB, Office of Homeland Security, Domes-
tic Policy Council, Office of the Vice President, and Cabinet Affairs.

Under the structure of the National Science and Technology Council, I am estab-
lishing an interagency Antiterrorism Task Force with several working groups to ad-
dress broad categories of issues. The four categorical working groups focus on Bio-
logical/Chemical Detection and Response; Radiological/Nuclear/Conventional Detec-
tion and Response; Protection of Vulnerable Systems; and Social, Behavioral, and
Education Sciences. We are establishing a Technical Response Team as a fifth work-
ing group. This action-oriented team will establish small subgroups on an ad hoc
basis to grapple with emergencies as they arise. The team will serve as a clearing-
house for technical reviews of the many incoming proposals on technologies related
to homeland security. It is important that these proposals be assessed for scientific
merit and referred, as necessary, to the appropriate agency or organization for fur-
ther review, feedback, and action as appropriate.

Many of these proposals have come directly from individuals, and many individ-
uals have volunteered their services to assist in the war against terrorism. In this
connection, we have been working closely with the National Coordination Office for
Information Technology R&D (NCOITRD) in the Department of Commerce to re-
spond to these offers. The NCOITRD will be developing a repository/data base of
non-government people that have offered their expertise to help the Federal agen-
cies counter terrorism. Contact information and relevant expertise will be available
on a password-protected website for access by authorized persons in the Federal
Government to connect critical human resources to the important work of both
agencies and the National Academies.

HOMELAND SECURITY TECHNICAL SUPPORT

As a case study of how a “virtual science corps” can work within the context of
the Federal agencies is the technical support OSTP is providing to the Office of
Homeland Security. During the fourth week in October, Governor Ridge called me
to ask that OSTP provide technical support for the treatment of U.S. mail poten-
tially contaminated by Bacillus anthracis. The day after his phone call I convened
an interagency meeting with chief science officials and the U.S. Postal Service to
ascertain the technical issues that the Postal Service was encountering. This led to
formation of an interagency technical team that within days began evaluating the
irradiation facilities at Lima, Ohio, and Bridgeport, New Jersey. The key point is
that when the request came to OSTP, we were able to assemble an interagency
team quickly and formulate a plan of attack that has worked. In this case, most
of the needed expertise existed within Federal agencies and the U.S. Postal Service.
Some of our meetings on the mail issue have included experts from higher education
identified by the participating agencies. In the future, I expect it will be necessary
to reach out beyond the agencies through the network of non-governmental organi-
zations to tap the immense reservoir of talent that exists in the private sector.

Congress has mandated that OSTP establish partnerships across Federal, state,
and local levels, as well as fostering public-private partnerships in general, and this
role may be of special value in meeting the diverse challenges of homeland security.
OSTP does not play an “operational” role that would compete with agencies, and we
do not duplicate agency expertise. Rather we act as coordinators and recruiters of
technical expertise in the service of governmental policymakers and line managers.
Because of our historical cross cutting role, we can do this rapidly and efficiently.

PREPAREDNESS

Last month, the President signed an Executive Order to establish a Presidential
Task Force on Citizen Preparedness in the War on Terrorism. This task force is co-
chaired by the heads of the Office of Homeland Security and the Domestic Policy
Council and is to identify, review, and recommend appropriate means by which the
American public can enhance the nation’s defenses against terrorism through vol-
untary actions. I have taken the President’s message forward in meetings with the
scientific and technical community and found especially strong interest in sup-
porting State and local public health and safety officials in combating possible ter-
rorist attacks within the United States.

Mr. Chairman, I know you have been an articulate advocate of the idea that there
should be a national volunteer organization of trained and well-coordinated IT pro-
fessionals from U.S. technology companies. And that they would stand ready with
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computer equipment, satellite dishes, wireless communicators and other resources
to recreate and repair compromised communications and technology infrastructures.

While there are many associated issues that will need to be considered, let me
however suggest the following:

1. It seems logical to have a diversity of means for ensuring communications, e.g.,
satellites as well as land lines; 2. We should encourage voluntary preparedness,
such as the IT disaster recovery procedures, which helped so many firms return to
business quickly after September 11th; 3. We should promote voluntary standards
that enhance the effective coordination of disaster responses, such as the U.S. Na-
tional Grid map standard for geospatial information systems;! and 4. We need to
pay attention to protecting our “invisible infrastructure,” the radio spectrum, which
enables public safety services like the Global Positioning System and E-911 for
wireless communication.2

I believe that having a diverse portfolio of communication choices, common sense
preparedness, standards and protocols for working together, and reliable public safe-
ty services will help enable us to weather and defeat any terrorist attacks on our
IT infrastructure.

CONCLUSION

An overarching goal for all of the efforts I have described is coordination of the
activities of all those who can contribute to ensuring that our Nation is safer. We
are drawing upon the technical expertise housed in our science and technology agen-
cies, making sure that relevant information and test results are disseminated to the
appropriate parties, and preventing duplication of effort.

In the short time I have been in this position, I have been impressed with the
breadth and depth of scientific and technological resources available within the Fed-
eral Government to address the major challenges we are facing today—great as they
are. But I am just as certain that those resources will not be used to their greatest
effect unless we join forces and resolve the technical issues together.

The CHAIRMAN. Dr. Marburger, thank you. Your testimony was
very helpful, and we’ll have some questions in a moment.
Director Allbaugh.

STATEMENT OF HON. JOSEPH M. ALLBAUGH, DIRECTOR,
ACCOMPANIED BY RON MILLER, ASSISTANT DIRECTOR,
FEDERAL EMERGENCY MANAGEMENT ADMINISTRATION
(FEMA)

Mr. ALLBAUGH. Thank you, Mr. Chairman. Chairman Wyden,
thank you for the opportunity to be here this morning. Senator
Allen, always great to see you. Senator Nelson, good to see you, sir.

I don’t have any prepared remarks, but I do have several points
that I think I should make, and then I would be happy to respond
to any of your questions.

I do appreciate the Subcommittee’s willingness to take on this
very tough issue in the area of communications and technology. A
lot of these problems, quite frankly, have existed prior to the Sep-
tember 11th attack at the Pentagon and in New York City. And in
the world of first responders, we see these types of problems crop
up every time there is an incident.

As you know, as a result of those attacks, particularly in New
York City, the New York City Fire Department lost its entire lead-
ership command structure, so communication was even inhibited
further by the fact of years and years of experience vanished in the
blink of an eye. At the Pentagon, we had—if you can say we were
luckier, but the site was more restricted, so the Arlington and Alex-

1The USNG standard for uniform presentation of geospatial information is now being voted
on for adoption as part of the National Spatial Data Infrastructure by the FGDC Steering Com-
mittee.

2E-911 enables emergency services to locate mobile phones placing 911 emergency requests.
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andria Fire Departments, along with Urban Search and Rescue
Teams from Montgomery County and Fairfax County didn’t have
to walk, you know, 12 miles to have a conversation with someone
who was in the command structure.

Facilitating orders, decisions that need to be communicated effec-
tively, will do more to save lives than just about anything that I
can think of and that I have come across in the short 10 months
I've been in this position. I would like to speak specifically beyond
those to particular problems and several others that I believed hin-
dered our ability to communicate on September 11th, which you
should be aware of.

In New York City, the Emergency Operations Center, where they
had spent quite a bit of money—New York City had spent quite a
bit of money establishing and Building 7, a first-class state-of-the-
art operations center, where they brought in all the city agencies,
all the Federal agencies, the State agencies, to coordinate and co-
operate under one roof—was decimated. So as a result, we were not
able to work out of their emergency operations center. Our team
quickly helped the city establish a new operations center at Pier
92, and then we had to establish our own operations center signifi-
cantly down the street from where action central was, which was
near Ground Zero, lower Manhattan.

The loss of local communications infrastructure required us, los-
ing that building, to rely upon satellite communication, wireless
networks, satellite phones. It is most imperative when an incident
is ongoing that we have accurate information. And if you can’t talk
to individuals who are on the ground at the site, you do not make
very wise decisions and oftentimes put further lives in jeopardy
and at risk.

I activated 8 of our 28 Urban Search and Rescue Teams, national
organizations, sent 8 of those two New York. We had 3 or 4 ini-
tially at the Pentagon. And it was frustrating, especially the first
week—a lot of chaos. Individuals, as you alluded to, Mr. Chairman,
had to communicate via messengers, runners, passing of notes. The
system was totally overburdened. Except for our own infrastruc-
ture, using satellites, we virtually had no way to communicate,
other than face-to-face, which takes time and, again, puts further
lives at risk.

Another issue that we had to deal was the self-dispatching of
several emergency response organizations. And because we didn’t
have a way to communicate with those individuals, they would
show up willy-nilly, quite frankly, adding a greater burden to an
already stressed infrastructure. I would say that, in particular, and
in regard to New York City, that massive event, had it happened
anywhere else, the local responders would have been totally over-
whelmed. But, fortunately, New York City, given its size—8 million
people, 14,000 firefighters, 40,000 police officers—they had the in-
grastructure to make it work in spite of the communications break-

owns.

Private information technology donations were helpful, but not
greatly helpful. And there were often strings attached. And I think
the Subcommittee should be aware of those strings. Oftentimes, we
would have individuals come in our operations center at Pier 94,
offering technology that was not exactly state-of-the-art, wasn’t as
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current as what we have at FEMA or New York City’s fire and po-
lice department. And it basically consisted of excess or discontinued
items that some companies, quite frankly, wanted to just get out
of their inventory.

A lot of the so-called “free” products and services came with a bill
at the end of the initial response phase of the incident, particularly
in New York City, less so at the Pentagon. Since it was, essentially,
a military establishment, we could control access in a much greater
way, which helped all of those first responders. Other equipment
was free to acquire, but there was money attached at the end to
maintain that particular service afterwards.

There is no centralized database to manage donated goods or
services throughout the Federal Government—nowhere—so every-
one would show up at the front door wanting to donate. We didn’t
have a system. We had to create a system in conjunction with the
City of New York and the State of New York, which works right
now, but it is not the type of system that we need as a Federal en-
tity responding to these events.

There really wasn’t a centralized go-to desk staffed by industry
individuals who could serve as brainpower or a brain trust for im-
mediate needs—SWAT teams or other teams of experts. We could
have used, in New York City, industry experts to come in on that
first day and help us set up a database to track, not only those in-
dividuals who were missing, all the goods and services that were
being donated. It was just total chaos, and there’s no other way to
describe it. Eventually, weeks after the incident, we were able to
put together a database, but it would have been helpful to draw
upon the brainpower out here at the corridor or in Silicon Valley
or anywhere in the United States to help us do a better job of man-
aging the massive amounts of information that we were deluged
with and at the same time continuing with our principal responsi-
bility of saving lives and protecting property.

And all of these things together, theyre really not, by them-
selves, technology problems. These are problems that ultimately
cost lives. We owe it to the American people to bring together the
best available technology to the table when a disaster strikes. And
I think we, at FEMA, are on the cutting edge, as much as our
budgets will allow, as much as the technology that is affordable
will allow. We have access to that, and so we can save lives and
property to the maximum extent possible.

Public and private sector IT professionals do need to come to-
gether, and so I do appreciate this opportunity to, not necessarily
force, but, in a cooperative spirit, ask everyone to the table, in a
smart, coordinated fashion, to talk about delivering state-of-the-art
technical solutions. This Administration, through Governor Ridge,
Homeland Security, others are working on ways to deal with the
issue. We, at FEMA, are staffing and supporting these efforts, and
I look forward to a continuing and coordinating effort with this
Subcommittee and the Office of Homeland Security as we move for-
ward to find solutions.

I brought with me today one of my assistant directors, Ron Mil-
ler, who is responsible for all of our IT, from top to bottom, at
FEMA. He is available to answer any technical questions which
probably will be beyond me, Senator, quite frankly, but I can surf
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the Net and turn on my computer, contrary to what my staff says.
He’s been working on a variety of issues dealing in this arena. He’s
been onboard for a short period of time. He is my go-to person at
any one of these incidents that we have. He has a fabulous staff,
well-trained.

And I thank you for the time to appear this morning, and I look
forward to trying to answer any of your questions, Senator.

Senator WYDEN. Director Allbaugh, thank you. And Senator
Allen and I will divide up the time. I know both of you have just
a few minutes at this point.

It seems to me that the challenge is all about the nuts and bolts
of organizing this effort. We know the science and technological tal-
ent is out there. Both of you have said you are very interested in
it. We essentially need the system put in place to get it done. For
example, to have a system so as to distinguish between the many,
many companies who want to help and are willing to make satellite
trucks, wireless systems, computers, routers, and all of this tech-
nology available would be very helpful, along with how to distin-
guish that from some of those that you, Director Allbaugh, have
talked about that really were just looking, perhaps, to discard
something or figure out a way to make a buck.

I think the vast majority of people in the private sector want to
help and have good motives. Now it’s sort of the nuts and bolts
task of figuring out how to help those companies know where to go,
what it is the government needs at any particular time, and to put
this in place.

Can the two of you tell us how, in your view, the Executive
Branch can make this interaction work more smoothly? Let’s have
both of you take a crack at it.

Mr. ALLBAUGH. From my perspective, the best thing to do is to
locate in one area, one-stop shopping, not only for those of us in
the Federal Government, but those in the private sector right now.
If you're in the private sector, my guess is you have to go to a mul-
titude of agencies to talk about a variety of issues. We ought to be
able to go to one place who knows where all the resources are lo-
cated and can figure out where they need to be distributed.

For FEMA, it would be very helpful if that responsibility was lo-
cated in one location. That way we do not have to set up our own
shop to test software, test equipment, and can receive valid offers
from the private sector.

And I agree with you, Mr. Chairman, the vast majority of the
private sector wants to be in a helpful situation. Oftentimes, they
are perplexed, as I hear, as to where they need to go to make the
latest state-of-the-art technology aware and known to those of us
in the Federal Government.

And so that would be the greatest service that we could provide.
And I think that the President—I know that the President, Gov-
ernor Ridge, along with Dr. Marburger, are off on this venture to
figure out exactly where it needs to be located.

Senator WYDEN. Dr. Marburger.

Dr. MARBURGER. Certainly the concept of one-stop shopping was
one of the drivers for the creation of the Office of Homeland Secu-
rity. And the coordinating function of OSTP was certainly in the
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minds of Congress when they established, in 1976, a very broad
mandate for interagency coordination.

The Administration has available to it a number of mechanisms
now—some of which, like the Office of Homeland Security, are
new—that are just in the early stages of responding to the needs
following the terrorist attacks of September 11th. And so I believe
that the mechanisms that already exist have not yet been fully ex-
ploited. We are all working to exercise these very powerful coordi-
nating mechanisms, like National Technology and Science Council,
(NSTC), with its crosscutting subcommittees. We're just beginning
to take full advantage of that. And my outreach efforts, which, as
I described, were so much stimulated by your ideas on this issue,
are just beginning to establish these information and feedback net-
works within the higher education and science communities.

So I believe we have a ways to go before we fully exploit the stat-
utory and administrative mechanisms that are already in place.
And as we encounter obstacles, such as some of those that you
mentioned in your introductory remarks, Mr. Chairman, I hope
that we can work together to clear away those obstacles and create,
as necessary, additional mechanisms.

Senator WYDEN. I want to go to some other areas. I think this
is key. What we need is to have all of the Federal agencies—and
Director Allbaugh and I talked about this—you could, in effect, be
spending your time in front of every congressional committee, at
this point, and have every agency involved in this area. And, what
we want to do, and what we want to work with you on, is to have
a government-wide policy for mobilizing scientists and technology
specialists, and then, to use your words, Director Allbaugh, “hold
that organization accountable.” We are going to work with you to-
ward just that end.

Mr. ALLBAUGH. Thank you, Mr. Chairman.

Senator WYDEN. Let me ask you about a couple of other issues,
then recognize my colleague.

Right now, just about every agency in the Federal Government
is being inundated with new technology, scientific research pro-
posals that are intended to bolster homeland security. Tell us how,
toda{,?the government is, in effect, evaluating those kinds of pro-
posals?

Dr. MARBURGER. I could start with one area of proposals. There
is a very interesting mechanism which is referred to as the Tech-
nical Support Working Group that is established under the Depart-
ment of State, I believe, and the Department of Defense, which ac-
tually has funding available for quick investigations of short-term
technologies that are appropriate for their needs. We are trying to
establish, through the working group—the rapid response working
group that I described in my testimony—a similar mechanism for
exploring other kinds of technologies, perhaps longer-term, that
come through the Office of Homeland Security and other agencies
for evaluation. So far, we have been able to respond, in an ad-hoc
way, to immediate technical concerns and questions that have been
raised to us by the Office of Homeland Security. But we hope that
a more systematic approach to this can function well.

So the agencies have, many of them, the capability of reviewing
unsolicited proposals. I know that immediately after the 9/11
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events, the National Science Foundation, for example, produced
grants to engineers, visited the site to analyze the structure that
had collapsed, and a number of other special cases can be identi-
fied. So the mechanisms of government are working in this respect,
and I believe that they can continue to work well with enhanced
coordination and interconnectedness.

Senator WYDEN. Director Allbaugh, do you want to add to that?

Mr. ALLBAUGH. Senator Wyden, I would ask Ron Miller to re-
spond to your question insofar as what we’re doing at FEMA right
now, since we do not have a well-coordinated effort and it’s prob-
ably replicated throughout every Federal agency that you can think
of.

Senator WYDEN. Mr. Miller, welcome. And again, thank you for
your involvement. Perhaps in answering this question, you would
like to follow up on a matter you and I talked about privately.

There has been discussion among a number of scientists about
the idea of organizing a Federal test bed that could evaluate these
technologies and serve as a resource to other agencies. This Sub-
committee, as you know, has had a great interest in the work of
NIST (National Institute of Standards and Technology), in terms of
being given a role in determining whether technologies meet the
needs, say, specified by FEMA and others.

So if you could talk about what’s going on now, in terms of evalu-
ating this flood of products and technologies that is coming in, and
also in your answer, perhaps incorporate the idea of looking at a
Federal test bed to deal with these thousands of products and ideas
that are coming in, that would be helpful. And welcome.

Mr. MILLER. Thank you. And thank you, Senator Allen. Right
now, as you indicated, we are inundated with offers, proposals. In
fact, so much so that we have had to designate a senior engineer
on my staff who’s going to serve as our chief technology officer, and
their sole responsibility is to basically evaluate all of these pro-
posals and, in some form or fashion, determine which ones might
be relevant, set up a meeting with these individuals to discuss the
kinds of things that they have to offer. And then hopefully, if there
is something that we can use it for, try to integrate it into our envi-
ronment.

There are a lot of difficulties, though, in us doing this. Number
one, we're an operational organization. And the time it takes to
evaluate this volume of proposals takes away from our ability to ac-
tually do our day-to-day business of providing the response and re-
covery folks the things they need technologically to do their jobs.
The other problem is, we don’t have the test facilities to be able to
evaluate these to the extent that we should. And if a vendor comes
in with a particular type of solution, we don’t have a way of know-
ing if there are other vendors out there who might offer similar so-
lutions or solutions that have better return on investment than the
one that is being presented to us.

So it would be helpful, from that perspective, to have a filter at
the Federal level, a filter, first of all, to look at the volume of pro-
posals and determine which of these proposals actually has merit,
not just for FEMA, but for any Federal agency that may have a
need in that area, and then actually test them out to see which
ones are legitimate, in terms of what they have to offer.
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The ideal situation would be one where FEMA would get, from
a Federal organization, a package saying, “We have this particular
technology or this particular capability that we think will be rel-
evant to your particular situation.”

And so what you need is, number one, a standard-setting agency
that basically lays out what it is the Federal Government’s needs,
and that would be a process they could work in coordination with
the agencies; Number two, some form of test capability that would
allow all of these proposals to be tested out and evaluated inde-
pendently; and then, Number three, a process by which they can
then feed the recommendations to the agencies that most need the
capability.

It is pretty significant effort. There are test labs all over the Fed-
eral Government. There are science and technology functions all
over the Federal Government, and they all have the same general
purpose of just to try and deal with this volume of private industry
proposals. And I think it would be helpful for that all to come to-
gether in some form or fashion.

Senator WYDEN. I'm very impressed with how you're doing it.

I think what I would like to do now, because Dr. Marburger is
going to have to get out the door in a minute, is I would like to
recognize my colleague. And, Director Allbaugh, with regard to
your schedule, if we could have a few questions for Dr. Marburger,
and then I could wrap with just a couple for you, and we would
have you out the door in just a little after 10:00.

Senator Allen.

Senator ALLEN. I was first going to go to FEMA—just a very
quick question for Dr. Marburger, and I will not keep you on the
witness stand any longer than necessary.

Listening to what—I've taken notes here of Mr. Miller’s com-
mentary—clearly there needs to be a national standard. Do you
agree? Do you believe there ought to be a voluntary minimum
standard for backup systems in our country—or redundancies is
the other phraseology that is used—to make sure that a network
is running during an emergency?

Dr. MARBURGER. The word “standards” gives me pause. A well-
defined agreement on what is necessary to provide the necessary
backup support so that we can work to fill in the definition of what
is required. I would certainly agree that we need to know what
we're shooting for in the way of backup. Certainly FEMA would be
in a position to help define what that support would be.

Senator ALLEN. Well, I will get to FEMA. I'm not sure—FEMA—
this is more than just FEMA, the question of communications sys-
tems and backup systems. This is important for commerce. This is
important for communications. Clearly FEMA gets into it once a
disaster has arisen. Would you think it’s appropriate at least to re-
view such voluntary minimum standards, because what we hear so
often, in reading through some of the testimony, most of this will
be in the third panel, and you won’t be here—and so much of it
is that you hear that they were routed through the same conduits,
routed through the same center, and it’s just a glut through that,
and so there needs to be some sort of relief value, so to speak.

Dr. MARBURGER. Yes. Now I understand what you mean. Abso-
lutely, it certainly is appropriate to have—I'll put “standard” in
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quotation marks in this context, but it certainly is important for us
to understand what we need in the way of system support that has
the robustness necessary to perform in an emergency like this or
a terrorist incident. I certainly agree with that. OSTP does have a
role to play in communications infrastructure protection definition
and regulation, and there do exist—there are some committees in
place that can carry this role.

Senator ALLEN. Well, I see it as something that—granted, we’re
all looking at the loss of life. And that’s terrible. We also need to
understand that there is a threat of cyber-terrorism, as well. And
to the extent that best practices, so to speak can be put together,
it is akin, in my view, to the way that the Y2K situation was ad-
dressed, although I do not care to have it addressed with worries
of litigation and lawsuits for some businesses in the private sector.
But to the extent that we can determine safe harbors, so to speak,
or voluntary minimum protocols that could be taken, some of that
would be by the company or by the entity itself, whether it’s a gov-
ernmental agency or whether it’s a private company, but also de-
termine which ways will work and interact with one another. So
I look forward to working with you.

Dr. Marburger, I know you have to leave. Thank you. And I'm
sure I'm speaking for the Chairman, as well.

Senator WYDEN. If I could—and then I want to recognize Senator
Allen once more. Dr. Marburger, just know that we’re very appre-
ciative of the work that you’re doing. I really do think that now is
the moment for the government to throw open its doors to the ideas
of scientists and information technology specialists and really call
them at a time when it is so critical to our country’s future. And
we're going to be working very closely with you. And I may also
submit some questions to you in writing, in terms of particularly
the key points to look at as we try to start tapping this volunteer
cadre of scientists and technology specialists. We will excuse you
and thank you for your work.

Dr. MARBURGER. Thank you, and thank you for your support.

Senator WYDEN. Senator Allen, please proceed.

Senator ALLEN. Director Allbaugh, in my experiences with FEMA
while I was Governor—and FEMA is—or was very well run, and
continues to be very well run in recent years—the role of FEMA
is one of almost oversight after the fact. And while, in listening to
all of these questions, and M